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10,7 Preamble

Fliere i5 4 continuous tug of war between fraud and Truwd prevention with both trying, to outdo
cach other. Technology banking has added o new dimension to frauds in banks. This
necessitates the need for putting in place comprehensive operational practices. procedures,
controls and review mechanism in order to plug v ulnerable gaps and deter frands.

he policy on fraud risk managenent s aimed at addressing the question of fraud prevention.
deteetion and containment in a hobisiie manner and in consonance with the instructions issued
by RBE as well ag the Governiment

i.1. Scope @ The purpose of this policy is.
(iy 1o put in place a framework for detection and earhy reporting of frauds:

(il 1o take timely acuons LXe reportmy fo imvestipating avencies so that fraudsters are
quickly brought to boak:

Gi) 1o examine staft accountability and eltective fraud rnsk management:
{ivy 1o create mstitutionat mensory
1.2, Objective

Phe Policy seeks to lay stress on prevention and detection of trawds through carly warning
signals and promp! initiation of appropriate Corrective measiies 10 pre-empt attenipts 1o breach
the system through a review mechanism

1.3, Classification

in order 1o have unitormity in reporing, Reserve Bank of India has classifiea frauds. as under:

Misappropriation and erimindl breach of trust

4 Frauduient encashment trough forged mstruments. manipulation of books of accout of
through fictiious accounts and conversion ol properts

4 Unauthorised eredit facilities extended for reward o for itlegal gratification.

v, Cash shortages
v, Cheating and forgery
vi Fraudulent transaciions nvalving foreign exchamge

Vil Any other type of fraud not coming under the specific Beads as abave.

4. Natare aod Type of Praeds

The nature and type of frauds can be heoadly classified @ systemic G human failures. or 2

combination of both in the following Tour categonies.

o Fraunds commiited by nsiders.

o Frauds compitted by insiders collusion with ousidue




Frauds committed by outsiders with insider supportims elvement.

Frauds committad by outsiders.

fil.
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i 5. Detection of Frauds

ank facilitate timely detect ion of frauds. Some of

Svstems and procedures prescribed by the B
the sources of unearthing, frauds could be:

. Complaints from customers/alerts from inv estigating, agencies,
i Blectronic/print media/other outside sources.
ii Customer details through centralised database
Reconciliation of inter-oftice accounts

v Conmollers' visits
o, Varous audits inspections. both by inside and catside apencies
vii Periodical changes 1 meambencies

vive,  Anony mons/ pseudonymaous complamts with verifiable facts

i Information given by whistic blowers

2.4 Reporting of Frauds

e FMR-1 s 10 be submitted to them in soft copies. In respect of frauds in

R4 has advised that 1
or Part B of MR 1should also he

horrowal accounts. additional information as preseribed und
furmished

A. cases of cash shortage more than Rs. 10,000/ (including at ATMs) and
more than Rs.5.000/- 1t detected by management ! auditor

B. cases of cash shortage
of veeurrence by the persons handling

inspecting, olflicial and are not reported an the day
cash.
Reporting 0f frauds to RBI will be guided by the extant R11 master cireular.

3.1: Suspected / Actual Fraud:
| A primu facie view. whether there has been an incident of {raud/suspected frauduient
activity, would be taken by the Managing Dircctor as soon as an incident is

detecred/reported

id immediately order for an investigation by a competent

it.  The Managg Director Wou
) 10 establish fraud angle and (b) 10 examine stall

official of sufficient seniority {(a
accountability

2.2 Constitution of Commitfee for dentifving the Case as Fraud

here fraudulent angle IS suspccicdz’eswbiishcd or

where Central/State mvestigatng agencies have initiated investigation. cither suo moto or on
faints lodged by other Banks consorinn banks/customers, must be placed
of Managing Dhrector Deputy General Managers and onc

NAciber Seoetan of the commnritec.

All cases, irrespective of amount invelved. w

the basis of comp
before a compuiiee consisting
\ssistant Manager who would be acting as
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2.4 Attempted Frauds

s Attemnted Frauds. urespective of the amount, are o be reported by branches to Head
Oifee. ‘

¢ ‘The Bank need not report cases of attempted frands to Reserve Bank of india. However,
the Bank will place the report on individual cases of attempted {raud betore the Audit
Committee of the Board.

¢ Uhe report should cover the following viz

L. 'he modus operand of the attempied fraud
i Bow the atempt did not materialize into frawd or how the atierpt failed/ was
foited
Wi The moeasures laken by the bank to strengthen the existing systems and
controls
i New systems and controls put in place in the area where fraud was attempted.

« A consolidated review of such cases detected during the year containing information
such as area of operations where such attempts Wit made. cffectiveness of new
processes and procedures put place durmg the year. wend of such cases during the last
three vears, need for further change i processes and procedures, il any. as on March 31
every vear will be putup o the Audit Commitiee of the Board within three months of the
end of the relative year

3. Cheque & A I'M Retated Frauds:

3.1 Customer Confidence: Reversal of EKrroneous Fravdulent Bebits:

As part of Bank's policy to deal with the customers fairly and in fulfilling our responsibility to
dem. any debits raised i their accounts on account of  frauduient rransactions will be
iimediaely reversed onee the fraud is established. 1.¢ the amounts would be restored o the

altected customer s accountwithout delay.

3.2, bacashment of Altered / Fake cheque involving o oF Hore Branches of the Bank:

In case of collection of Jliered/fake cheque. involving two oF mMOIC hranches of the Bank, the
branch where the altered/take cheque has been encashed and the payment released agamst an
altered / fake cheaue. should report the fraud.

1.3, Reporting of Frawds as Collecting Bank:

RBI have also advised that in the case of collection of instruments, which are genuine but the
amounts are collected fraudulently by a person, who is not the true owner, Collecting Bank.
which s defrauded. will report the fraud to RBL Further, i case of collection of instrument
where the amount has been credited before reahsation andd subsequently the instrument s tound
ws be fake forged and returned by the paying bank. s the coljocting bank that has 1o file FMR-
1 with die RBL, as the collecting bank is at foss by parting the amoutt before realisation of the

syt

1.4 ATM-cum-Debit Cards Frauds:
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Any ATM-cum-Debit Card used for fraudulent transaction/skimming/phishing should be
mmediately  hotlisted. Fach case of ATM-Cum- Debit Card fraud  will he dealt with
midividually in consultation with Technology service provider, other banks and Card Manager,

A5 Fraud Response System:

As soon-as a major frand is detected, the HO will send a suitable communication to all the
operating units under their control with a view to alerting them against perpetration of similar
franud.

4.0, Loan Frauds - New Framework

¢ Ihe objective of the framework is to direct the focus of banks on the aspects relating to
prevention. early detection. promipt reporting to RBL the investigative agencies and
nmely imtiation of the stafl” accountability while ensuring that the normal conduct of
business of the bank and its risk taking ability is not adversely impacted and no new and
oncrous responsibthities are placed on 1

« The nme line / stage wise action in the loan life-cvele s expected 1o compress the total

time taken to identify a fraud and aid more cffective action by the law enforcement

agencies. The early detection of Fraud and the neeessary corrective action are importam

to reduce the quantum of loss which the continuance of the Fraud may entail

4.1 Early Warning Sigaals (EWS) and Red Flagged Accounts (RFA)
* As 1o loan frauds. a system of EFarly Warning Sigrals and Red Flagged Accounts is
TOCEssary

&

A Red Flagged Account (RI'A) is one where a suspicion of fraudulent activity is thrown

up by the presence of one o more Farly Warning Signals (1°'WS). These signals in a loan

account should immediately put the bank on alert regording a weakness or wrong doing
which may ultimately turn out 10 be fraudulent.

e i respect of large accounts, it is necessary that 2 detailed study is undertaken of the
Annual Report as a whole and not merely of the financial statements. nating particularly
the Board Report and the Managements™ Discossion and Analysis Statement as also the
details of related party transacuons m the notes 1o accounts. These features have been
mieprated i the Bank’s EWS.

e the officer responsibic for the aperations in the account is 10 observe and report any
manifestation of the EWS promptly

o Toensure that the exercise remains meaning ful, such ofticer will be held responsible for

nog-reporting o delays in reporting

4.1, Early Warning Signals (EWS)
A few illustrative Early Warning Signals (WS) which should alert the bauk officials
about some wrongdoings in the loan accounts which may turn out to be fraudulent

L) Detault in undisputed payment to the statutory bodies as declared in the Annual report.

by Bouncing of high value cheques

2 Frequent change mn the scope of the project 1o be undenaken by the borrower
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Foreipn hills remaining oulstanding with the bank for a long time and tendency for hills
to remain overdue.

Delay observed in payment of outstanding dues.

Frequent invocation of BGS and devolvement of LUs.

Under insured or over insured mventory.

Invorces devoid of TAN and other details,

Dispute on title of collateral securities.

Funds commg trom other banks to liquidate the outstanding loan amount unless in
normal course.

I merchant trade. import leg not revealed 10 the bank.

Request received from the borrower to postpone the inspection of the podown for flimsy
reasons.

Funding of the interest by sanctioning additional facilities.

Fxclusive collateral charged 10 a number of fenders without NOC of existing charge
holders.

Concealment of certain vital documents like master agreement. insurance Coverage.
Fioating front / associate compames by investing borrowed money

Critical issues highlighted in the stock audit report

[ jahititics appearing in ROC search report. not reported by the borrower in its annual
report

Freguent request for general purpose loans.

Frequent ad hoc sanetions.

Non-routing of sales proceeds through consortium - member bank/ lenders to the
COMPAny.

1 Cs issued for local trade 7 related party (ransactions without underlving trade
transaction

CHhigh value RTGS payment (o unretated parties
 Heavy cash w ithdrawal 1 loan accounts.
i, Non production of original bills for verification upon request.

Significant movements in inventory, disproportionately differing vis-a-vis change in the
WHMOVEeT.

Significant movements in receivables, disproportionately differing vis-a-vis change in
the turnover andror increase in ageing of the receivables

Disproportionate change 1n other current assets

Signiticant increase in working capital horrowiig as percentage of trnover

Increase in Fixed Assets. without corresponding increese in long term sources {when
project is implemented)

Ancrease in borrowings. despite huge cash and cash cquivalents in the horrower's balance
sheet

Frequent change in accounting period and/or accounting policics

Costing of the project which i¢ in wide variance with standard cost of installation of the
priyiect

Claims not acknowledged as debt high .

Qubstantial increase i unbilled revenue year afler year,

 Large number of traasactions with inter-connected companies and large outstanding {rom

such companics
Substantial related party transactions
Material diserepancwes in the annuilh report




38 Significant mconsistencies within the annual report (between various sections)
39 Poor disclosure of materially adverse information and no qualification by the statutory
auditors
40. Raid by Income tax /sales tax/ central excise duty officials
41 Significant reduction in the stake of promoter /director or mcerease in the encumbered
. shares of promoter/divector
42 Resignation of the key personnel and frequent changes in the management.

4.2 Barly Detection and reportine

‘The following cheeks 7 investigations during the different stages of the loan life-cvele may be

carried out,

4.2.1 Pre-sanction: As part of the credit process. the checks being applicd during the stage of
pre-sanction may consist of the officials of the bank collecting independent information and
market intelligence on the potential borrowers from the public domain on their track record.
involvement in legal disputes. raids conducted on their businesses. if anv, strictures passed
agamst them by Government agencies, validation of submitted information/data from other
sources hke the ROC. gleaning from the defauhiers list of RBYother Government agencies, ete..
which could be used as an input by the sanctioning authoricy. Banks may keep the record of
such pressancuon checks as part of the sanction documentation. Credit Score Checking from
Credit Information Company would be an absolute must

4.2.2 Dishursement: ('_‘l'a-cckr;}in'anda functionaries during the dishursement stage may focus on
the adherence to the erms and conditions of sanction. rationale for allowing dilution of these
terms and conditions. level at wiich such dilutions were atiowed. cte. The dilutions should
stiictly confonim te the broad framework laid down by the Board in this regard As a matter of
good pracuce, the sanctonmg authority may specify certiin terms and conditions as “core’
which should not be diluted The branch functionaries may himmediately flag the non-adherence
of core stipulations to the sanctioning authority.

4.2.3 Annual review: While continuous monitoring of an account through the wacking of EWS
is mportant, the Bank also needs 10 be vigilant from the fraud perspective at the time of annual
review of accounts. Among other things, the aspecis of diversion of funds in an account,
adeyuacy of stock vis-a-vis stock statements, stress o group accounts, ete., must also be
commented upon at the time of review. Besides. the lunctionaries at H.O. should have
capability o track market developments relating 1o the major clients of the hank and provide
mputs to the credit officers. This would mvolve colicctng mtormatior: from the grapevine,
following up stock market movements, subseribing to a press clipping service, monitoring
databases on a contmuous basis and nat confimng the exervise only to the borrowing entity but
to the group as a whole

4.2.4 Staif empowerment: Fmployees should be encourapge fo report fraudulent activity in an
account, along with the reasons i support of their views under the whistle blower Policy of the
Bank. Protection should be available 1o such emplovees under the whistle Blower policy of the
bank so that the fear of victmisation does not deter the act of renorting




+.2.5 Role of Auditors: During the course of audit, auditors may come across instances where
the transactions i the account or the documents point to the possibility of fraudulent
transactions m the account. In such a situation. the auditor may immediately bring it to the
notice of the top management and if necessary o the Audit Committee of the Btmrd (ACR) for
appyepr mie action

4.3 Frands Committed by Unscerupulous Borrowers:

It 1 ebserved that a larpe number of frauds are committed by unscrupulous borrowers including
companics, partnership firms/proprictary concerns and/or their directors/ partiers by various
methods including the following:

¢ Fraudulent discount of instruments or kite flying in clearing effects.

e Fraudulent removal of pledged stocks/disposing of hypothecated stocks without Bank's
knowledge/inflating the value of stocks i the stock statements for drawing excess Bank
Finance.

« Dnersion of funds outside the borrowing anits. lack o1 interest or criminal neglect on the
part ot borrowers, thew partners, ete. and also managerial tailure leading to the unit
becoming sick and laxity in effective supervision over the operations in borrowal
accounts on the part of Bank functionaries rendering the advance difficult o recover.

¢ Credit Processing Cell should excercise extra due diligence while appraising the credit
needs of borrowers, borrower companices, partnership/ proprictorship concerns and their
Directors. Partners and Proprictors. cie. as also their associates and guard against
financing those individuals/entities who have defrauded the Bank m the past,

o Where the perpetrator of a fraud is a customer/borrower having other relationships or
credit facilities “with the Bank. due review of such relationships/ credit facilities/
securities available to the Bank should be undertaken by the concerned Business Group.

¢ Where the borrower 15 part of a promoter group. then ceview of other constituents of the
promoter group may alse be contemplaied for armving at the total picture of the fraud
conmitted

s In additon 10 the above. third party opinion/service providers such as Advocates,
Valuers, Architects, bngincers, Chartered  Accountants,  Builders, Warehouse/Cold
Storige owners. motor vehicle/tractor dealers. travel agents, et are also to be held
acconntable i they have played a vital role in improper credit sanction/disbursement or
Haciinaied perpetration of fraud(s).

e  Whenever direct or indirect involvement, mala fides or professional impropricty on the
part of such protessionals leading 1o perpetration/abetting of frauds is established. they
should be de-listed/debarred torthwith and the matter should also be taken up with the
respective professional bodies viz, State Bar Council/Mastitute of Chartered Accountants
of Indiw/Instituie of Valuers ete. with whom these professionals are registered., for taking
action agamst them for vielation of the “Code of Ethics™. cancellation of their licenses.
i,

v bvidence available 16 prove their involvement should also be sade available to these
professional badies. Apart from black histingde-empaneling such professionals. Bank
shalt also veport o the Indian Banks™ Associaton (IBA) the details of such thard partics
mvolved i frnads

¢ dhere s a tendenes o delay reporting of a case of fraud in the area of advances by
treating such cases as an irregular advance, on the assumption thag such advances need

T




ot be treated as fraud so long as there is no involvement of statl in fraudulent sanction
and conduct of the loans. However, where criminal intent on part of the borrower or
puarantor, 10 defraud the Bank. 1s evident, such loans and advances should be treated as
fraud. irrespective of whether or not there was an insider involvement.

4.4 Lending under Multiple Banking Arrvangements:

E

w

©

Certain unscrupulous borrowers enjoving  credit fucilities under "multiple banking
arrangement” after defrauding one of the financing banks. continue 10 enjoy the facilities
with other financing banks and in some cases avail even higher limits at those banks. In
cortain cases the borrowers use the accounts maintained at other financing banks to
siphon off funds by diverting from the bank on which the fraud is being perpetrated.

This is due to lack of a formal arrangement for exchange of information among various
lending banks/Fls. In some of the fraud cases. the securifies offered by the borrowers to
different banks are the samc.

All the banks which have financed a borrower under ‘multiple hanking' arrangement
should take coordinated action. based on commonly agreed strategy, for legal / eriminal
actions. follow up for recovery, exchange of details on modus operandi. achieving
consistency in data / information on frauds reported to Reserve Bank of India.

The bank which detects a fraud is required to immediately share the details with all other
hanks in the multiple banking arrangements

4.5 Lending under Consortium Banking Arrangement:

L

individual banks must conduct their own due diligence before taking any credit exposure
and also independently monitor the end use of funds rather than depend fully on the
consortium leader

As regards monitering of Escrow Accounts, the details may be worked out by the
consortium and duly documented so that accountability can be fixed casily at a later
stage,

Any major concerns from the fraud perspective noticed at the tme of annual reviews or
through the tracking of carly warning signals should be shared with other consortium /
multiple banking lenders immediately as hitherto.

4.6 Penal measures for fraudulent borrowers

w

In general, the penal provisions as applicable to willful defaulters would apply to the
fraudulent borrower including the promoter director(s) and other whole time directors of
the company insofar as raising of funds from the banking system or from the capital
markets by companies with which they are associated 18 coneerned, e

ta particular. borrowers who have defaulted and have also commitied 4 fraud in the
account would be debarred from availing bank finance from Scheduled Commercial
Banks. Development Fnancial Instutions. Government owned NBFCs, Investment
Institutions. ete . for a period of five years from the date of full payment of the defranded
amuount.

After five years, it is for individual institunons to take a call on whether to fend to such a

horrower




The penal provisions would apply 1o non-whaole time directors (hike nominee directors
and mdependent directors) only in rarest of cases based on conclusive proof of their
comphicity.

¢ No compromise settlement invelving a fraudulent borrower is allowed unless the
conditions stipulate that the eriminal complaint will be continued.

4.7 Legal Audit of Title Documents in respect of Large Yaiue Loan Accounts.

« ‘The title deeds and other documents in respect of all credit exposures of Rs.5.00 crore
and above shall be subjected 1o periodic legal audit. Re-verification of title deeds shall be
carried out as part of audit exercise till the loan stands fully repaid.

e A review note shall be submitted 10 the Audit Committee of the Board at quarterly
intervals giving information in respeet of such legal audits covering the number of loan
accounts due for legal audit for the quarter. the number of accounts covered, list of
deficiencies observed by the auditors, steps taken to rectify the deficiencies. number of
secounts in which the rectifications could not take place. course of action to safeguard
the interest of the Bank in such cases. action taken on issues pending from earhier
quarters. e,

5.0, Filing Complainis with Law Enforcement Agencies

¢ Bank is required to lodge the complaint with the law enforcement agencies immediately
on detection of fraud.

o The complaint lodged by the bank with the faw enforcement agencies should be drafied
properly and invariably be vetied by a legal officer.

, e Bank should not file complaints with Police/EOU/CBI  on the grounds of cheating,
i misappropriation of funds. diversion of funds, ete.. by borrowers without classifying the
! : ~ » & "

| decounts as fraud and/or reporting the accounts as fraud to RBL

i

|

|

\

i

e Indealing with cases of fraud/emberziement, banks should not merely be actuated by the
necessity of recavering expeditiously the amount mvolved. but should also be motivated
by public interest and the need for ensuring that the guilty persons do not go unpunished.

y o Asapeneral rule, the following cases should invariably be referred 1o the State Police or
1o the CBl as dewiled below.

' Above R 10.000/- but | State Police | o be lodged by the branch
- below Rs.1.00 lac i To the local police stanon | concérned

Rs.1.00 lac and above 1o the State CID/Economic * To e lodged by the Regional
involving outsiders and - Offences Wing of the State * Tlead of the bank concerned
- bank stail L concerned -

¥




More than Rs.25.00 crore
andd up 1o Rs.50.00 crore

More than Rs.50.00 crore - CBl

i

' Rs 3.00 crore and above
and up 10 Rs 25,00 crore Corruption Branch of CBI

| To be lodged with Anti-

s - (where staft involvement is
. prima facie evident)
bBeonomic Offences Wing of
| - UBI (where staff involvement
e Ms prima facic not evident)
CBI To be lodged with Banking
- Security and Fraud Cell
(BSFC) of CBI (irrespective
- of the involvement of a public
I'o be lodged with the Joint
; - Director (Policy) CBIL HQ
| __ ~ New Delhi

For fraud cases beltow Rs 10,0007 involvine stafl| the Cirele will take a view regarding filing of

FIR.

6.0, Siaft Accountability

As in the case of accounts categorised as NPAs, the Bank must mitiate and complete 4
staff accountability exercise within six months from the date of classification as a Fraud.
Wherever felt necessary or warranted. the role of sanctioning official(s} may also be
covered under this exercise. The completion of the staft accountability exercise for
frauds and the action taken may be placed before the Special Committee of Board on
Fraud (SCBF) and intimated 1o the RBI at quarterly intervals as hitherto.

Bank may bifurcate all fraud cases into vigitance and non-vigilance. Only vigilance cases
should be referred to the investigative authorities, Non-vigilance cases may be
investigated and dealt with at the bank leve! within a period of six months.

In cases involving very senior executives of the bank, the Board / ACB may initiate the
process of lixing staft accountability.

Staff accountability should not be held up on account of the case being filed with law
enforcement agencies. Both the criminal and domestic enquiry should be conducted
simultaneously.

The operating, units should put in vigorous efforts, immediately after detection of a fraud. to
recover the entire amount invoived. A systematic approach should be adopted in this regard. as
iHustrated below: )

L3
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Money trail should be traced so as o identify the assets created out of defrauded money
to ensure recovery of amount.

Trace other assets. if any, available with the fraudsters.

Take urgent and effective steps for enforcing security available.

Civil suits would be filed against the fraudsters.




Close follow-up with the Bank's Advocates to ensure prompt and logical conclusion of

the cases.

¢ Cu-ordmated approach with Collecting Banks i respect of frauds involving forged
instruments paid through clearing.

& Resourse to arbitration/legal action may be considered if the expected co-operation is not

forthcoming from the counter party bank,

4. Provision

R has permitted Banks o make provision over a period of one year (within 4 quarters) in
respect of fraud cases reported 1o RBI within the specified tmelrame i.c.. within 21 days from
the date of detection of fraud.

9.9. Write Off

e  When all avenues available Tor recovery are exhausted and stafl accountability exercise
has been completed. the Bank will arrange for writing off the likely loss as per delegated
financial powers. '

e« With a view to ensuring that all relevant aspects are given focused attention before
writing of of loss in a fraud case. the process of seeking administrative clearance for the
proposed write off will be followed.

o The authority for according such administrative clearance will ie with the Managing
Director/Board of Divectors,

s Civiberimmal cases and recovery proceedings and other issues. if pending. would be
followed up for their logical conclusion.

10.0. Closure of Fraud Cases;

Ihe puidetines preseribed by RBI for closure of fraud cases by Public Sector Banks will be
followed by the Bank. Focused attention will be required at all levels while dealing with fraud
cases (o ensure that they are closed expeditiously after complying with RBI's guidelines.

191 Final Closure

As per RBIs extant guidelines prescribed for final closure of cases. the following aspects will
have 10 be duiy dealt with/completed and prior approval obteined from RBI in respeet of fraud
cases of Rs 100 lac and above
e Cases pending with CBIPolice/Courts are finally disposed ofT.
« PFxamination ol stafl accouniability has been completed.
o Ihe amount involved has been recovered or writien off
e Insurance claim. wherever apphcable. has been settled.
& The Bank has reviewed the systems and procedures. wentified the causative factors and
plugeed the lacunae. which has been certified by appropriate authority (Board/Audit
Committee of the Board).

v




¢ The Bank should also pursue vigorously with CBI for final disposal of pending fraud
cases especially where the staft side action has been completed. Similarly, Bank should
vigorously follow up with the Police Authorities and/or court for final disposal of fraud
CASCS

¢ Fraud cases below Rs.1.00 lac will be closed by the Managing Director if all the above
aspects are completed

H.2 Statistieal Closure

¢ Bank has been allowed., for limited statistical / reporting purposes, to close those fraud
cases involving amounts up 1o Rs.25.00 lac in which CBl/Police/Court cases have not
been concluded, it

» the nvestigation is on or challan/ charge sheet not filed in the Court for more than
three years from the date of filing of First Information Report (FIR) by the
CBIPolice. or

# the mal in the courts. after filing of charge sheet © challan by CBI 7 Police, has not
started. or 18 progress

¢ Recommendations in such cases will be submitted by Head Office for obtaining prior
RBI approval. in case of frauds of Rs. 1.00 lac and above and up o Rs.25.00 lac, before
ciecting closure of the case.

¢ Before submitting recommendations to RBI for closure of frauds cases. the Bank will
obtain a ceruficate from the Deputy General Manager (P & A) to the effect that the
systemic intervention/initiatives reported by the Bank would be adequate o prevent such
frauds in future.

* Inrespect of fraud cases below Rs. 1.00 lac. administrative approval for statistical closure
of such Iraud cases will be given by the Managing Director.

i1.0. Reporting Mechanism of Fraud

Each case of fraud will be reported to the Board of Directors and the Audit Committee of Board
will be apprisced of the investigation into cach case of fraud from time to tme.

Such reports will, among other things, describe the modus operandi. systemic falure, if any, on
the part of branch officials/Controllers. remedial measures taken and also comments on
mitiation ol disciplinary action against members of staff considered responsible for the fraud.
Cases involving amounts below Rs 1.00 lac will be reported. on a consolidated basis. to the
Board

12.0. Preventive Measures

Fach Business Umit’ Business Group/ Department is required 1o bring about process changes
and technological interventions 1o modify/strengthen the existing systems and procedures,
Investigation into a fraud should bring out the modus operandi. fapses, learnings and the
persons accountable for the loss to the Bank.
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138 SYSTEMS & CONTROLS FOR PREVENTION OF FRAUDS:

4} Louns against fake Title deeds / fabricated land records

Fhe tocus must be on strengthening the mortgage process

b} Personal Banking Loans:

®

L]

Instruction regarding verification of antecedents of loan applicants of all Personal
Banking Loans 10 be mandatorily done from Credit Information Companies (CICs).
To adhere 10 all the safeguards suggested in the loan manual

o) Pavment of Fake / forped instru ments

¢

Insider (Staff) frauds

I'he personnel and vigilance policies of the bank would work in such a manner that no

staftis allowed to develop vested interests or local roots or dubious nexus Periodical

mspections and transfers are absolutely imperative

¢}

i4.0.

Other measures

Handbook on Pre-sanction credit process. post sanction credit process and due diligence
m advances with comprehensive cheek list is part of the loan manual

Sanction of loan against Bank's own TDR 7 STDRs at non-home branches is not
allowed

Registration of mobile number made mandatory for all newly opened accounts.  Wide
publicity being given at Branches for registration of telephone number in respect of
existing accounts,

Branches should not carry out any financial transactions requested by the customers
through ¢-mail even if the request is made through a letter scanned as an attachment.
Instructions regarding KYC have been reiterated 1o avoid impersonation

Cyber Frauds

RBI has come out with Cyber Security Framework in Banks vide their Circular
RBLI2015-16/4/8 DBS (¢ YCSITE/BC-11/33.01.00122015-16  dated 02062016 The
above mentioned Circular envisages formulating a Cyher Security Policy at the Bank
level. While a separate Cyber Security Policy will be put in place as decided by
appropriate authority. a few cyber fraud related preventive aspects/measures emanating
from the Circular are enumerated hereunder.

Cyber fraud is a fraudulent activity committed using computers and the internet. Frauds
are being commiitied through some of the methods like phishing. hacking. bypassing
complex system securities and eneryption using computer as a medium. Now a days
cvber frauds are being perpetrated by newer communication devices such as mobile
phones. tablets, personal digital assistants (PDAs) ete. Cyber Security Policy i 1o be
distinet from the broader 1T Policv/s Security Policy of the Bank,
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With the advances in information technology. a large chunk of transactions are taking
place through electronic channels like ATMs. Internet Banking and Mobile Banking etc.
Frauadsters have also followed customers into this space. The number, frequency and
Ampact of evber frauds have increased mamiold in the recent past.

Phe approach of this policy is to bring owt the challenges. Tt also suggests a framewaork
“which can be unplemented ¢lfectuvely 1o tackle the electronic fraud menace.

The measures tor implementation cannet be static and Bank need to pro-actively create
Mne-tune /modity its policies, procedures and echnologies based on new developments
and emerging concemns. H architecture should be conducive to security.

f{ 15 necessary that customer’'s confidential information and other datw/information
available with banks are secured adequately to ensure that fraudsters do not access it to
perpetrate fraudulent transactions. Information security and appropriate access control
procedures ensure that only emplovees who are required to know a particular information
have access to the same

The Bank's svstems need w be adequately secured 1o ensure that no un-authorised
person carries out any system modifications/changes

Appropriate verihication procedures should also be meorporated at all channels to ensure
that only genuine transactions are put through.

Phe nature of evber frauds are such that they can occur at any time and in a manner that
may not have been anticipated. Therefore continuous surveiliance and regular updating
on the nature of emergmyg cyber frauds 15 needed. The adequacy of and adherence 1o
cvber resthience lramework need to be developed through development of indicators,

Fraud valnerability assessments shall be undertaken These assessments shouid cover all
channcls of the bank such as branches. mternet. ATM and phone banking, as well as
nternational branches, if any. During the course of a vulnerability assessment, all the
processes should be assessed based on thewr fraud nisk.

Transaction monttoring shall be done in conjunction with the data warchousing and
analvtics team within Bank for data extraction. filtening, and saniisation for transaction
analysis for determining traud trends.

"Mystery Shopping” 1s an important constituent of vulnerability assessment. Transactions
are introduced in “live” seenarios to test the efficacy of controls. Mystery shopping can
be used 1o detect system tlaws and also o identity unscrupulous employees/vendors.

Root cause analysis should be undertaken for all actual fraud cases where a unique
modus operandi is involved after a series of such a frauds 15 detected. The findings
should be used to redesign products and processes and remove the gaps so that they do
not recur

Working with faw enforcement authorities: Creation of awareness by bank amongst law
cnforcement agencies on new fraud tvpes, especially technology based frauds shall be
done. Bark officials and the Police should regularly meet to discuss fraud trends and
challenges.
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siwe retail eyber frauds are large in number and have the potential 1o reach large
sroportions these frauds shall be specifically monitored and mitigating steps laken by
Hank end the efficacy of the same in containing fraud numbers and values shall he
Zaciysed,

» ATspedial menton needs (o be made here of frauds done by collusive merchants who use
skimined/stolen cards on the POS terminals given to them by banks and then abscond
with the money belore the chargeback is received on the transacuon. Banks need to
guard agamst ths,

Fhe material gaps e controls may be identificd early  with appropriate remedial
measures. Collaboration among entities in sharing cvber incidents and the best practices
o counter such mcidents would facilitate timely measures to contain cvber risks,

¢ Considermyg the fact that evber risk is different from many ather risks, the traditional
BOPADR arrangements may not be adequate and hence necds 1o be revisited keeping in
view she puances of evber risk. Cyber Crisis Management Plan sha!l address following
fous aspeets {0 Deteetion (i) Response (iii) Recovery (iv) Cortainment.

LA Review of Policy

che Padicy shail be reviewed every year or as and when considered NeCUssary
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ANNEXURE |
Early Warning Signals

Some Early Warning signals which should alert the bank officials about some wrong doings in
the loan accounts which may turn out to be fraudulent:

1.

OF i N

14.

15
16.
17.
18.

19.

20.
21

22.
23,
24.
25,
26.
27.
28.
29.
30.

Default in payment to the banks / sundry debtors and other statutory bodies, etc.,
bouncing of the high value cheques

Under insured or over insured inventory

Invoices devoid of TAN and other details

Dispute on title of the collateral securities

Funds coming from other banks to liquidate the outstanding loan amount

Request received from the borrower to postpone the inspection of the godown for
flimsy reasons

Financing the unit far away from the branch

Frequent invocation of BGs and devolvement of LCs

Funding of the interest by sanctioning additional facilities

- Same collateral charged to a number of lenders.
- Concealment of certain vital documents like master agreement, insurance coverage.
- Large number of transactions with inter-connected companies and large outstanding

from such companies.

- Significant movements in inventory, disproportionately higher than the growth in
turnover, !
Significant movements in receivables, disproportionately higher than the growth in

turnover and | or increase in ageing of the receivables.

Disproportionate increase in other current assets.

Significant increase in working capital borrowing as percentage of turnover.

Critical issues highlighted in the stock audit report.

Increase in Fixed Assets, without corresponding increase in turnover (when project is
implemented).

Increase in borrowings, despite huge cash and cash equivalents in the borrower's
balance sheet.

Substantial related party transactions,

Poor disclosure of materially adverse information and no qualification by the statutory
auditors,

Frequent change in accounting period and | or accounting policies.

Frequent request for general purpose loans,

Movement of an account from one bank to another.

Frequent ad hoc sanctions.

Non- routing of sales proceeds through bank

LCs issued for local trade | related party transactions

High value RTGS payment to unrelated parties,

Heavy cash withdrawal in loan accounts.

Norn submission of original bills.




